
REGULATION 17 - October 2018
Review Objectives Assessment and Improvements

Category Topic Objectives Assessment Improvements Action
4.2.1 Risk Management Policy A Risk Management Policy is in place and

communicated to staff for their awareness
and compliance.

Staff understand their risk management
roles and responsibilities.
Staff are provided with formal risk
training.

The Risk Management Policy adopted by Council in July 2017 covers
the commitment and rationale for risk management.

This Policy does not clearly articulate the purpose and desired
outcomes of an entity wide risk management strategy in line with the
Standard for Risk Management, ISO 31000:2018.

 

Review and update the Risk
Management Policy to help the Shire to:
• Align risk management with its
objectives, strategy and culture;
• Communicate the value of risk
management to the organisation and
stakeholders; and
• Promote systematic monitoring of
risks.

#1
4.2.2 Risk Framework The Shire’s Risk and Opportunity

Management Framework consists of
formal procedures, work instructions and
templates and provides guidance around
key risk management processes.

The Shire’s Risk and Opportunity Management Framework is currently
in draft and does not appear to have been fully implemented
throughout the Shire.

A review of the draft document indicates key risk management
processes such as risk identification and ongoing risk reporting and
monitoring are not described as an integrated risk management
process.

Update, finalise and implement the
Shire’s Risk and Opportunity
Management Framework, utilising the
principles, framework and process of the
ISO 31000:2018 Standard for Risk
Management.

#2
4.2.3 Risk Management Process A formal process for the identification,

review, analysis and treatment of risks.
A formal risk management process is yet to be fully implemented
across the Shire.

Discussions with several Directors indicate respective teams have
developed their own processes to identify, manage and monitor risks.
Currently, no process to formally communicate and manage entity
wide risks is in place.

The Shire’s draft Strategic Risk Register, dated February 2018, is
currently being update, with focus to incorporate current key risks
facing the Shire and ensure a consistent risk assessment approach.

Staff training on principles of risk management should be provided to
embed a risk awareness culture.
• Listed risks are a compilation of generic risks and do not reflect risks
which have been identified through operational activities; and
• Risks which could significantly impact on the Shire’s ability to deliver
on its strategic objectives or essential services are not recorded in the
register.

Following update of the Shire’s Risk
Management Policy and Risk and
Opportunity Management Framework,
the risk management process should be
implemented throughout the Shire.

Staff training on principles of risk
management should be provided to
embed a risk awareness culture.

#3

4.3.1

Risk Monitoring Risks are regularly monitored to ensure
appropriate attention is given to risk
mitigation activities.

There are currently no formal processes to formally review risks. Routine monitoring of identified risks
should be undertaken to ensure risks are
reduced to an acceptable level.

#4

4.2.3

Risk Reporting Formal risk reports are presented to the
Audit (Finance & Risk) Committee and the
Executive Leadership Team.

Risk Reports have not been provided to the Audit (Finance & Risk)
Committee.

Risk reporting requirements / procedures have also not been clearly
stated in the Shire’s Risk and Opportunity Management Framework.

Risk reporting requirements to the Audit
(Finance & Risk) Committee should be
included in the Risk Management Policy
and Risk and Opportunity Management
Framework.

#5

4.2.4 Council Policies Council Policies exist and form the Shire’s
governance framework.

Council Policies provide a framework for decision-making and support
the Shire’s objectives of good governance.

The review indicated some policies, such as the IT Security Policy and
Social Media Policy, have not been formally adopted but have the
benefits of mitigating risks if implemented.

To support good governance, suggest
policies such as an IT Security Policy and
Social Media Policy, be considered for
adoption by Council.

#6

4.2.5

Code of Conduct Training Formal Code of Conduct training is
required for all new staff.

Refresher Code of Conduct training is
provided to re-enforce the Shire’s
expectations of ethical conduct by its staff.

The Shire has recently implemented formal training for selected staff
to help ensure they understand their responsibilities under the Local
Government Act. For example:
• New staff undergo Code of Conduct training as part of their
induction; and
• Officer inductions include training on legislative requirements around
ethics, integrity and potential disciplinary action for breaches.

Refresher Code of Conduct training is not provided to existing staff.

Code of Conduct refresher training for
all staff be conducted at least annually.

#7

4.2.6 Disaster Recovery Plan A current Disaster Recovery Plan is in
place and tested as required.

The Shire is in the process of developing a Disaster Recovery Plan. • Finalise Disaster Recovery Plan; and •
Test Disaster Recovery Plan at least once
a year.

#8

4.2.7

Business Continuity Plan A Business Continuity Plan is in place and
reviewed when significant changes to the
systems and processes at the Shire occur.

The Shire is in the process of developing a Business Continuity Plan. The Business Continuity Plan should be
developed as planned.

The Plan should identify and outline key
business continuity risks, along with the
risk mitigation strategies required to
reduce risks to an acceptable level.

Upon review and approval, the Plan
should be communicated to relevant key
stakeholders.

#9



4.3.2

Internal Audit An Internal Audit Plan is in place with
audit recommendations tracked for
corrective action.

There is currently no Internal Audit Plan or audit program in place. To provide the CEO with assurance of
the effectiveness of the Shire’s internal
control framework, consideration be
given to conducting routine
independent planned reviews over key
financial and operational controls.

The review program can be performed
by internal staff where they are not
responsible for the area under review.

#10

4.3.3

Segregation of Duties –
System Access

System user access privileges are reviewed
to ensure access is authorised and granted
on a ‘needs basis’.

User access privileges in the IT system were reviewed as a one-off
exercise in 2018. The review resulted in access privileges amended to
align with job roles.

For good practice, undertake review at
least annually. #11

4.3.4 Work Procedures Documented policies and procedures are
available to guide staff and ensure internal
controls are performed as required.

The Shire has documented procedures such as detailed checklists and
work instructions to help staff perform their key financial / operational
controls (as required).

4.3.5 Review of Financial
Processes

Supervisory and management controls are
part of the control environment to:
• Ensure independent review of key
financial processes;
• Detect unusual, unauthorised and
inappropriate transactions;
• Ensure key tasks are performed as
required (eg. bank reconciliations, account
reconciliations, rate reconciliations and
pay run control checks).

Controls assessed during the walkthroughs of key financial processes
indicated:
• Sufficient segregation of duties;
• Evidence of supervisory and management reviews;
• Use of checklists / prescribed templates ensuring procedures
followed; and
• Evidence of approvals, with one exception regarding credit card
expenditure.

4.3.6 Credit Card Credit card expenses are approved and
reconciled on a monthly basis.

A listing of credit card expenditure is
provided to Council for noting.

The CEO’s monthly credit card statements are approved by the Shire
President.

Elected Members do not have any administrative authority to
authorise transactions in their individual capacity.

It was noted credit card expenses are presented to Council as part of
the review of Monthly Financial Reports.

The CEO’s credit card expenses and
reconciliation should be presented to
Council for noting as items authorised by
the CEO, relating to the CEO.

#12

4.3.7

Access to ABA files ABA files should be restricted on a ‘need
to know’ basis to prevent unauthorised
changes to banking instructions.

ABA files are located in a folder accessible to a wide range of staff,
including:
•    Finance Team;
•    Payroll Officer;
•    IT; and
•    External IT contractors.

The risk exists that banking details can be changed directly in ABA files
without detection.

Review the current access privileges and
grant access only to those requiring it
for their role.

Implement controls to ensure bank
account details loaded to the bank agree
to supplier or employee records.

Access to external contractors should be
removed and an approval process be
established to control folder access (as
required).

#13

4.3.8

Purchase Controls Purchase orders are approved prior to
receipt and/or commitment to purchase
goods and services.

Contracts are in place for purchase of
goods and/or services.
Thresholds for purchasing outlined in the
Purchasing Policy are complied with.

Interviews and walkthroughs of key purchasing controls indicated good
processes are in place, ensuring staff compliance with Purchasing
Policy and work instructions.

Sample testing did not reveal any exceptions.

4.4.1 Legislative Compliance -
Framework

Systems and processes in place to help
ensure compliance to legislative
requirements.

Notification of changes is from reliable
sources and timely.
Dissemination of information to staff is a
formalised process.

The Shire utilises several online systems to update staff on legislative
changes or notices:

Emails are also sent to staff by the Governance Team and/or received
directly by Directors.

4.4.2 Legislative Compliance
–Maintenance of Registers

System and processes in place to help
ensure staff and elected members report:
• Receipt of gifts / travel; and
• Related party disclosures.

The Shire maintains Registers required
under the Act.

No exceptions were noted in our review of the following Registers:
• Delegations Register;
• Tender Register;
• Contracts Register;
• Complaints (Elected Members);
• Investments Register;
• Gift and Travel Register; and
• Financial Interests Register.

4.4.3

Review and Submission of
Reports

The Shire reviews and submits the
required informing plans and budgets to
the Department of Local Government,
Sport and Cultural Industries by the
required deadlines.

The following were reviewed and submitted on a timely basis (where
required):
• Adopted Annual Budget 2018-19; and
• Annual Report 2016-17.



4.4.4

Operational Compliance Systems and procedures are in place to
comply with legislative requirements for a
number of areas of operations covered by
legislation other than the Local
Government Act 1995.

Detailed testing of compliance with other
legislation was not within the scope of this
review.

Processes to support evidence of compliance by the Shire to various
other legislative requirements were reviewed at a high level and found
to be operating effectively with management oversight.



Comment Status
While the Risk & Opportunity Management
Policy CP GOV 3108 is due for a formal review in
February 2024, the CEO has undertaken a
desktop review of the Policy and does not
consider that any changes are required to the
Policy at this time.

Risk mamagement has received a higher profile
since the report was published. Formal risk
reviews of Ivanhoe Crossing, Swim Beach,
Lakeview Drive, Hugo Austia Drive, the
Wyndham floating pontoon and Anton Landing
have been performed by the Shires insurers.

The Shire reviews its Strategic Risk register on
an annual basis to ensure that it still relevant
and it is reported to the Audit (Finance and
Risk) Committee.

Complete
 The Shire’s Risk and Opportunity Management
Framework has been reviewed and updated.

Complete
The risk manangement process has been
implemented across the Shire. The Shire has
compliled both a Strategic Risk Register and an
Operational Risk Register. The Strategic Risk
register has been reviewed and is reported on
to the Audit (Finance and Riak ) Committee. The
operational risk register still needs to be
formally reviewed.

Staff have been made aware of the risk
amangement process and internal training has
been rolled out where necessary. There is
however still a great need to invest more
resources into staff for risk related training.

Completed
but
process is
ongoing

Strategic Risks are monmitored regularly.
Operational risks are monitored less frequently
but on a priority basis as required.

Completed
but
process is
ongoing

Both Pthe Policy and the Framework have the
obligation to report risks to the Audit (Finance
and Risk) Committee. Completed

but
process is
ongoing

The Shire has a policy CP ICT 3260 Information
Management and ICT Acceptable Use Policy
that includes the matters such as IT Security
and Social Media Policy. The policy does
however need to be reviewed.

In Progress
Reguation changes have ensured that the Shire
has had to create separate Codes of Conduct for
Elected Members and Staff. A separate Code of
Conduct has been created for the Elected
Members and the Code of Conduct is currently
under review for staff. This process for staff will
include a process to agree organisational values
to which staff will subscribe.

In Progress

Currently being actioned by the ICT services of
the Shire

In Progress

The Business Continuity Plan was updated and
tested during the Covid-19 lockdown where
most staff worked remotely. The Plan has been
amended to now reflect planning in case of a
further outbreak that will reuire a lockdown of
the community.

Completed
but
process is
ongoing



The Shire does not consider that an Internal
Audit function is necessary given the scale of
the Shire operations and the available
resources.

Completed

This review has been done by IT staff. Completed
but
process is
ongoing

No Action Required
No Action Required
The credit card of the CEO is authorised
internally by the Director Corporate Services.
The Shire President then reviews the
transactions from a governance perspective.
Finally all credit card transactions are reported
to Council as part of the monthly payments
report for endorsement by Council. This is
considered sufficient oversight.

Complete
The standard authorisation forms have been
amended to accommodate the suggested
changes. All practical suggested changes have
been implemented.

Complete

No Action Required

No Action Required
No Action Required
No Action Required



No Action Required


